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Deutsche Telekom's data privacy principles for the "Internet
of Things" and "Industry 4.0"

1. Deutsche Telekom is driving forward the successful development of new business
models in the areas of "Internet of Things" and "Industry 4.0." This is also about
establishing a consistently high data protection level when connecting a large
number of devices and production processes, as well as the people behind them.
In all this, people's confidence in the protection of their data is the priority for
Deutsche Telekom. We are developing data privacy-friendly solutions in the
interests of our customers.

2. In the business models for "Internet of Things" and "Industry 4.0," it is often the
case that several companies are involved in processing the data. As such,
responsibilities must be transparent and clearly presented across all process
chains. That is what Deutsche Telekom stands for.

3. Deutsche Telekom processes the personal data entrusted to it fundamentally in
order to fulfill its contractual agreements with customers or to fulfill its obligations
as a commissioned data processor.

4. Additionally we use anonymized data, or pseudonymized data, if a direct
reference to the data subject needs to be retained. Pseudonymization is achieved
through, for example, high-quality encryption and made transparent to the
customer. If the data needs to be referenced back to the data subject, that
person's consent must be obtained. We see this as part of the culture of consent.

5. Deutsche Telekom will only disclose data in a form from which third parties cannot
infer anything about individuals. Deutsche Telekom shall only pass on data with
direct reference to the data subject with the consent of the customer, or where it is
legally authorized to do so.

6. These principles are publicly accessible. Deutsche Telekom will provide
transparent information on any changes that may be made to these principles and
their implementation requirements.



