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Al agents are taking on an ever-expanding range of tasks, from
decision-making and transaction processing to orchestrating
complex processes. When they operate as multi-agent systems,
new security risks emerge. A single compromised supervisor
agent can trigger cascading failures and bring down entire
process chains. In this context, identity management is not a
secondary technical concern, but rather the strategic foundation
for both security and regulatory compliance.

Short-lived agent instances, often with lifetimes of less than
five minutes, pose challenges for conventional identity
management systems. Three challenges stand out: delayed
revocation of compromised identities, the exponential complexity
of hierarchical agent structures, and toolchain gaps when
integrating into CI/CD pipelines. Manual processes simply
cannot keep up at this velocity and scale.

Zero Trust is emerging as the most effective solution. This
security architecture follows the principle of “never trust,
always verify” and uses micro-segmentation to partition net-
works into isolated security zones. Within each zone, agents
operate under strict least-privilege access rights. Hardware
Security Modules (HSMs) harden the system by physically
protecting key material. The SPIFFE/SPIRE framework has
proven effective at managing ephemeral identities by enabling
automated identity lifecycles with just-in-time issuance and
revocation. Pipeline integration is also critical, and policy-as-
code validation reduces configuration errors.
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Secure agent-to-agent communication calls for specialized
protocols. Mutual TLS, with post-quantum options, provides
the foundation for two-way authentication. Resource-optimized
protocols such as A2A provide end-to-end encryption for
agent-to-agent interactions. Nonce-based mechanisms prevent
replay attacks. Agent handoff processes are protected by a
three-tier security architecture: cryptographic verification of
the target agent, session-specific encryption, and integrity
assurance through hash chains.

On the authorization side, intelligent models are transforming
static access controls. Policy engines such as Open Policy
Agent make context-aware decisions that account for aspects
such as system load and risk scores. Adaptive security loops
combine runtime monitoring with dynamic privilege adjustment.
Each decision generates an immutable audit trail that contains
four main elements: The authenticated agent identity, the
requested resource and action, the policy rules applied, and
the environmental context. These trails satisfy the compliance
requirements of the EU Al Act and DORA.

Three areas demand attention in practice: First, clarifying Al
governance responsibilities within the organization. Second,
fully implementing Zero Trust architectures using micro-
segmentation and least-privilege access. And third, completely
automating dynamic identity lifecycles by integrating frame-
works such as SPIFFE/SPIRE into CI/CD pipelines.

Whether agents become an asset or a vulnerability is ultimately
a leadership question, not a technical one. Clear policies and
well-defined responsibilities give teams the structure to drive
automation forward while maintaining control.




Al agents are no longer a distant prospect. Across industries,
agents are working on projects, conducting research, making
decisions, placing orders, and issuing approvals, often out-
pacing entire teams. This makes them powerful, but it also
makes them risky. When agents interact with systems

and data, fundamental governance questions arise. Who is
accountable, where are the guardrails, and how can we
explain autonomous decisions to the board, employees,
managers, and customers?

This paper is informed by a frequent observation. Many orga-
nizations launch Al agent pilots with enthusiasm but struggle
to move them into production. The reason is not a lack of
capable models. The root cause is that identity, permissions,
auditing, and processes have not kept pace with the techno-
logy. Consequently, rollouts lead to data leaks, flawed decisions,
projects halted by audit findings, and unnecessary costs.
Once the fundamentals are in place, however, agents can
deliver lasting gains in productivity and quality.
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B Identity-based trust

Three issues are central to deploying Al agents securely and at
scale. The first is achieving trust in automated decisions. Every
action taken by an agent must be attributable to an identifiable
entity, legally defensible, and technically auditable.

J Secure by design

The second is security that keeps pace with agent velocity.
Scaling must not be misread as “build first, secure later.” Security
is an integral part of the agent delivery process: testable
policies, attestation-gated access, and a seamless audit trail
must be ensured at all times. Regulatory clarity is critical here.
Compliance cannot be an afterthought; it must be a core com-
ponent of the solution from the start. Legal and regulatory
requirements translate into concrete security controls,
verifiable evidence, and metrics, making audits predictable
and manageable.

From these principles, a clear set of priorities emerges for
decision-makers. Agent identities come first. Rather than shared
accounts or standing privileges, every agent should receive a
unique, time-limited identity. With unique identities in place,
permissions can be granted only as required. Least privilege
and just-in-time access become the default, supplemented by
clearly defined override protocols based on dual authorization.
Decision auditability matters equally. Signing decision chains
and using tamper-proof WORM storage ensures full traceability
for internal governance and external audits alike. Attestation
thus becomes the central access control mechanism: before
receiving keys or data, the runtime environment undergoes
cryptographic verification.



g Embedded resilience

Finally, built-in resilience is essential. The revocation of permis-
sions and keys must take effect within minutes. A defined
degradation mode must replace uncontrolled access. Clear
targets must be set for recovery time after a failure and
maximum tolerable data loss.

The business case can be expressed as follows: secure agents
accelerate processes, make fewer mistakes, and build trust
because every action originates from an identified, authorized,
and attested entity whose trail remains auditable.
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Twelve months is enough to achieve the following targets: Over
99 percent of all agent sessions are attested and fully logged.
Compromised access is blocked within minutes across all relevant
zones. Policies govern at least 95 percent of critical workflows
and are tested like software, with canary deployments for con-
trolled partial rollouts and dry runs where decisions are visible
but not yet executed. Al and IT security audits yield no material
findings, because the required evidence is structured and
available in standardized form.

Whether agents become an advantage or a vulnerability rests
not on the technology, but on leadership. Clear policies and
well-defined responsibilities, metrics, and evidence require-
ments give teams the structure to drive automation forward
while maintaining control. This preface is less an introduction
than an invitation — to make security, governance, and
auditability your design principles. Agents not only enhance
efficiency, but also reputation, resilience, and regulatory
compliance.

| hope you find this paper both insightful and actionable.

Wolfgang Schwab, Head of Cybersecurity at PAC
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In autonomous Al systems, effective identity management has
become the critical factor for both security and trust. Al agents
are taking on increasingly complex decisions and executing
actions autonomously. Yet their interconnection within multi-
agent systems introduces a new category of security risk. A
single compromised supervisor agent can trigger cascading
failures that paralyze entire process chains and cause
substantial damage.

Organizations can transform this risk into a strategic opportunity
by using modern identity solutions. Such solutions deliver
machine-readable, verifiable identities for ephemeral agent
instances, enforce security policies automatically, and lay the
essential groundwork for compliance.

This white paper presents concrete strategies for establishing
scalable identity frameworks that securely manage even short-
lived agent instances. It also addresses privilege escalation
risks within hierarchical agent architectures. We also explain
how to secure inter-agent communication via lightweight
protocols, a critical factor for operational efficiency.

Sector-specific threat scenarios illustrate why these measures
are so urgent. In financial services, spoofed agents can trigger
unauthorized trades. In healthcare, prompt-injection attacks
could manipulate medical recommendations with serious con-
sequences. In Industry 4.0 environments, cascading failures
across connected Al systems can trigger costly production
outages.

The security strategies and architectures presented in this white
paper are not theoretical models. You will see how identity
management can shift from operational bottleneck to strategic
enabler, making autonomous systems not just secure, but truly
trustworthy.

Read on to discover how these strategies apply in practice.
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11 Why agent security needs strategic priority now

The security risks that accompany networked Al agent pro-
liferation demand strategic prioritization. Al agents comprise
autonomous systems that perform tasks using artificial intelli-
gence, often only for a brief period. They operate in ways that
blur the line between human-directed action and full automation.
Their growing integration into critical infrastructure and business
processes makes proactive security measures essential to
avoid operational disruption, financial losses, and reputational
harm.



Threat:
Prompt Injection Attacks

One central concern is the susceptibility of Al agents to
prompt-injection. Such attacks can bypass security constraints
and lead to unintended actions.

Effective countermeasures include input validation, semantic
firewalls, and output sanitization, which together detect and
mitigate attacks in real time.

Threat:

Identity spoofing
Another critical factor is identity spoofing. Imposter agents
can execute unauthorized actions in automated workflows,
particularly where third-party systems are integrated. This

underscores the need for robust authentication and authorization
mechanisms.
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Threat:
Systemic risks

Systemic risks represent the greatest danger, however. A single
rogue agent can set off uncontrollable chain reactions across

a network. Containing these systemic risks requires compre-
hensive risk assessment and contingency planning, as well as
preventive measures such as network segmentation and
granular access controls.

Strategic prioritization of agent security calls for a holistic
approach. Organizations must implement not only the technical
security measures discussed in this paper, but also establish
the necessary structures, provide training for staff, and carry
out regular security audits. These are the fundamental require-
ments for the safe and reliable use of Al agents.

Whether agents become a competitive advantage or a vulne-
rability is not a purely technical matter, but rather a question
of leadership. Clear policies, well-defined responsibilities,
metrics, and evidence build the framework within which teams
can drive automation forward while maintaining control.




Regulators, internal audits, and data-protection ultimately
pose the following three questions: Who decides what an
agent is allowed to do? Is every action traceable and auditable?
And does the interaction of technology and the enterprise
comply with applicable laws, regulations, and standards? Many
requirements in the EU Al Act, DORA, NIS2, the GDPR, and ISO
standards are deliberately framed in abstract terms. For tech-
nical teams, this often makes it unclear which specific archi-
tectural features and controls are necessary. For management,
it is difficult to tell whether current projects are truly auditable.

3

Deutsche Telekom Security offers solutions and
services that support organizations in developing

and implementing a robust agent security
strategy by drawing on our deep expertise in
the field.
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1.2 The Zero Trust approach to identity management

Zero Trust Architecture (ZTA) is emerging as the foundational
security paradigm for Al agent systems by rigorously applying
the principle “never trust, always verify.” This approach repre-
sents a fundamental shift. Instead of relying on traditional peri-
meter-based defenses, every access request, regardless of its
origin, is treated as potentially hostile. For autonomous agent
systems, this is especially relevant, because their dynamic
interactions and decentralized decision processes render static
security boundaries obsolete.

At the core of the Zero Trust model is micro-segmentation,
which divides networks into isolated security zones. Within
these zones, agents operate under strict least-privilege access
rights, effectively containing privilege escalation and tool
misuse. This structural safeguard is complemented by continuous
behavioral monitoring in which algorithms detect deviations
from established operational patterns. This can be unusual
prompt interactions or anomalous resource consumption that
may indicate a manipulation attempt.
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Operational enforcement is delivered by policy engines such as
Open Policy Agent (OPA) that implement attribute- and role-
based access control (ABAC/RBAC) in real time. Dynamic con-
textual factors such as agent trust scores, system risk status,
and the criticality of the action feed into every decision. Example
scenario: An agent with a low trust score automatically receives
reduced access until an administrator has completed a manual
review.

Immutable audit trails are indispensable in the context of com-
plying with legislation such as the EU Al Act. Cryptographically
signed logs document every agent action alongside proof of
identity to provide the transparency regulators demand regarding
automated decisions. Hardware Security Modules (HSMs)
further harden the system by storing key material in physically
protected chips, shielding it from software-based attacks.

In practice, organizations integrate these components into
Security Orchestration, Automation and Response (SOAR) plat-
forms that enable automated incident responses. When an-
omalies are detected, compromised agents are automatically
sandboxed or have their permissions revoked. This multi-layered
approach addresses the specific weaknesses of agent-based
systems by embedding security as a continuous process rather
than a static perimeter.
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OF
ITY MANAGEMENT

Managing identities for short-lived Al agents poses challenges to legacy identity management systems. Ephemeral agent instances
with lifetimes of under five minutes call for fundamentally new approaches to identity creation, distribution, and revocation.
Conventional manual processes cannot keep pace with the velocity and scale of these dynamic lifecycles.

Three challenges are particularly pressing:

Security gaps can result from delayed revocation of compromised
identities. Hours or even days can pass between the compromise
of an identity and its deactivation, giving attackers extended
time to exploit systems.

Hierarchical agent structures create exponential complexity.
If a supervisor agent controls dozens of sub-agents, identities
and permissions must be assigned dynamically. And when
thousands of agents spin up every hour, manual management
becomes impossible.

Seamless integration into modern CI/CD pipelines (Continuous
Integration/Delivery) is often lacking, leading to friction caused
by toolchain gaps. If IAM solutions lack suitable interfaces or
introduce high latency, processes stall. When thousands of agents
request identities simultaneously, certificate authorities, HSMs,
and policy engines become chokepoints, leaving agents idle
while expensive infrastructure goes unused.




The solution:
the SPIFFE/SPIRE framework

The SPIFFE/SPIRE framework is emerging as an effective
response to these challenges. It enables automated identity
issuance with built-in revocation. The identities it issues are
ephemeral, workload-specific identities that it can automati-
cally revoke once the task is complete, all without manual
intervention.

The framework builds on established technologies. These
include X.509 certificates and JSON Web Tokens (JWTs).

An X.509 certificate confirms the identity of an agent and can
be used for authentication. A JWT carries information about
the agent’s identity and permissions and can facilitate authori-
zation. The two methods can function in combination or
separately to ensure secure and reliable identity management.

By continuously refining and adapting their security strategies,
organizations can overcome these challenges and safeguard
their Al agents.

The key mindset shift is that agent identities should be treated
as temporary resources, not permanent user accounts.
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21 Sidebar:
Securing agent-to-agent communication

Communication between Al agents is a critical issue in
distributed systems. If this communication is not properly
secured, the consequences range from data leaks to
unauthorized access.

One important safeguard is the use of single-use numbers
known as nonces. By assigning every message a unique, one-
time identifier, nonces prevent captured messages from
being used later in a replay attack.

Encryption is equally critical. A special encryption technology
called AES-GCM-SIV provides both confidentiality and integrity
for data in transit. It is especially robust because, unlike
standard AES-GCM, it remains secure even if initialization
vectors are reused.

Beyond these established measures, specialized communication
protocols play a central role. Two relevant approaches here are
the Agent-to-Agent protocol (A2A) and the Model Context Pro-
tocol (MCP), each addressing different security requirements.
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Model-Context-Protokoll (MCP)

MCP transmits not just data but also the context of an Al model — for example, the
provenance of training data or the decision logic applied. It uses encrypted context
containers that only authorized agents can open and modify. Hash-based checksums
protect integrity, making any unauthorized modification immediately detectable.
This protocol enables traceable decision paths and guards against flawed inferences
by keeping the model context visible. At the same time, transmitting context meta-
data increases the attack surface: a compromised context container could be used to
inject malicious code snippets. Incompatible MCP versions between agents can also
lead to interpretation errors or broken communication chains.

MCP on its own does not constitute a complete security layer, because it relies on
external mechanismes. It is therefore essential to pair MCP with protocols such as A2A
or TLS and robust key management to ensure confidentiality. Without these, MCP is
merely a structured but unprotected data format.

Both protocols complement existing measures such as AES-GCM-SIV encryption and
three-tier agent handoffs. While A2A provides the foundation for confidential one-to-
one communication, MCP addresses the more complex requirements of transparency
and traceability.

The biggest remaining challenge lies in maintaining consistent security across pro-
tocols, especially when messages traverse different system environments. Adaptive
security gateways address this by translating protocols in real-time and synchronizing
security contexts. These gateways are particularly effective at bridging configuration
gaps between A2A and MCP implementations. By continuously refining and adapting
their security strategies, organizations can overcome these challenges and safeguard
their Al agents.

Together, the protocols form a multi-layered security posture — but only if their
implementation is consistent across all system boundaries. Continuous protocol
audits and automated patch management are indispensable in this context.

12
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Agent-to-Agent-Protokoll (A2A)

The A2A protocol works like an interception-resistant direct channel between two
parties. For each session, it establishes a temporary encryption tunnel that initializes
via mutual authentication using digital certificates. Each message includes not only
the encrypted payload but also a cryptographic fingerprint (HMAC) that flags any
in-transit tampering. Session isolation is a powerful security feature here. Even if an
attacker manages to compromise one key, other communications remain unaffected.
However, A2A shows weaknesses when connections frequently change because
repeated session setups generate computational overhead. It also lacks built-in pro-
tection against denial-of-service attacks, since authentication takes place before
message processing. Its strict point-to-point architecture further limits scalability for
group communication.

Agent handoffs require special attention. These are structured
task transfers between agents that propagate context such

as processing status and intermediate results. Defined context
transfer protocols secure these critical handover points through
a three-tier security architecture: First, the target agent’s
identity and authorization are cryptographically verified. Second,
the payload is encrypted with session-specific keys generated
exclusively for this handover. Third, cryptographic hash chaining
verifies data integrity, making any modification during transfer
immediately detectable.

For resource-constrained environments such as loT edge net-
works, specially optimized security solutions reduce protocol
overhead and enable interoperable security across heteroge-
neous agent platforms. Key management for MCP in particular
benefits from unified policy templates, reducing manual confi-
guration and ensuring consistent encryption rules for context
containers in mixed environments.

The combination of cryptographic safeguards and protocol-
level controls establishes end-to-end security from message
generation through to final processing.
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3.1 ldentity management systems for Al agents

Designing identity management systems for Al agents requires
a strategic trade-off between centralized and decentralized
approaches. Centralized systems are appropriate for homoge-
neous environments where uniform policies and simple
administration are the priority. Decentralized approaches reduce
the risk of single points of failure and are particularly valuable
in federated or hierarchical multi-agent systems.
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NENTS AND PRINCIPLES
ENTITY MANAGEMENT

Three principles govern the implementation of such systems:
Uniqueness, revocation support, and cryptographic key
protection. Uniqueness ensures that every Al agent has an
unmistakable identity. This is achievable, for example, by
combining timestamped identifiers with hardware-based
fingerprints. Revocation support ensures that compromised
identities can be withdrawn immediately. Mechanisms such
as OCSP stapling can provide this functionality. Hardware
security modules protect the cryptographic keys by physically
preventing extraction and performing automated key rotation.

Two technical options are available to create the identities:
X.509 certificates and decentralized identifiers (DIDs). X.509
certificates are the established standard in PKI-based enter-
prise environments, while DIDs are suited to self-sovereign
identity scenarios where interaction needs to span organizational
boundaries. Both must be post-quantum resilient to ensure
long-term security.

Modern systems also require context-aware identity binding,
in which agent rights are dynamically adjusted to operational
factors such as geographic location or system load. An agent in
a production network, for instance, may automatically receive
more restricted rights than one operating in an isolated test
environment.
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For ephemeral agents in serverless environments, just-in-time
identities come into play. Here, short-lived credentials issue
automatically at agent start-up and are revoked after task
completion. This approach combines decentralized flexibility
with central auditability and reduces the attack surface by

using validity periods that are typically shorter than five minutes.

Standardized handoff protocols that preserve the identity con-
text during task transfers using a three-tier security architecture
ensure seamless integration into multi-agent architectures.
This technology cuts handover latencies for real-time control
chains in industrial loT environments.

By combining these principles and technologies, organizations
can implement secure and efficient identity management for
their Al agents.
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3.2 Authentication protocols

Securing agent-to-agent interactions requires specialized
protocol architectures that address end-to-end encryption for
continuous confidentiality, delegated authorization for precise
access control, and low-overhead security mechanisms for
hardware-constrained environments. This multi-layered ap-
proach underpins trustworthy cooperation in distributed Al
systems.

Mutual TLS (mTLS) with post-quantum cryptography options
has proven to be a solid foundation for mutual authentication.
Here, each agent proves its identity cryptographically while
simultaneously verifying the identity of its peer, providing
effective protection against man-in-the-middle attacks. In
dynamic environments, SPIFFE/SPIRE handles identity
management through standardized workload APIs that issue
SPIFFE IDs as X.509 SVIDs or JWT SVIDs, enabling cross-
service trust relationships without manual PKl interaction.

Controlled access is issued via OAuth 2.0 with mTLS-bound
access tokens (RFC 8705) with an authorization server issuing
authorization-bound tokens physically linked to cryptographic
keys. This mechanism effectively prevents the misuse of stolen
credentials, offering better security than older DPoP approaches.
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Service-mesh architectures supplement this with automated
policy enforcement via sidecar proxies. These proxies not only
encrypt traffic but also enable runtime attestation via the RATS
framework (Remote Attestation Procedures). This standardized
protocol defines procedures for the cryptographic verification
of system integrity. The sidecar proxy captures machine-readable
evidence about the state of the execution environment —
kernel version, loaded libraries, and so on. A trusted verifier
checks this evidence against reference integrity measurements
and validates the signature chain back to a hardware root of
trust such as a TPM or HSM. The resulting attestation result
confirms or refutes the integrity of the environment, detecting
tampered agent code in real time. Token security mechanisms
use modern TLS exporter keys per RFC 5705 for session binding,
while ephemeral credentials with validity windows of under
five minutes minimize the window for replay attacks.

Hardware-based roots of trust in TPM 2.0 and HSMs protect
cryptographic material via physical isolation, with service-
mesh integrations such as Istio authorization policies guaran-
teeing consistent enforcement of access rules across system
boundaries. In delegation scenarios, W3C Verifiable Credentials
provide cryptographically verifiable permission transfers
between agents.
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In practice, two patterns have emerged. Cloud-native agents
typically use mTLS variants with SPIFFE identities and OAuth
token delegation, while edge agents rely on IETF ACE with ED-
HOC handshakes. Critical operations require hardware-backed
key generation with TPM binding and RATS attestation. This
adaptive approach ensures that security requirements do not
impair the agility of autonomous systems—an essential prere-
quisite for real-time interactions in industrial control topologies
and financial transaction networks.

The result is a future-proof architecture that meets both current
threats and forthcoming regulatory requirements. The combi-
nation of automated identity-lifecycle management, hardware-
backed security, and context-aware authorization transforms
security from an obstacle into an enabler of scalable autonomy.
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3.3 Intelligent authorization models

Modern authorization systems for Al agents transform static
access controls into dynamic decision processes that synthesize
context, risk, and intent. Attribute-based access control (ABAC)
forms the foundation, analyzing environmental variables, agent
properties, and the consequences of actions in real time — a
paradigm shift that replaces traditional role-based models
(RBAC) with context-sensitive assessments. These assessments
evaluate not only “who may do what” but incorporate variable
factors such as system load, geographic location, and dynamic
risk scores, enabling autonomous systems to respond with
greater flexibility to changing threat conditions.

Policy engines such as Open Policy Agent (OPA) drive operational
policy enforcement by defining authorization logic in declarative
Rego policies. These rule-based policies are version-controlled
as code, tested automatically, and enforced consistently. For
latency-critical scenarios, ABAC decisions are pre-evaluated
and held in edge caches, while hardware integrations such

as Keylime or OpenTitan feed TPM attestations directly into the
policy logic to verify the physical integrity of execution envi-
ronments.
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Adaptive security loops pair runtime monitoring with dynamic
enforcement. LSTM-based anomaly detectors identify deviations
such as unexpected tool invocations or resource accesses

in under three milliseconds and trigger automated privilege
adjustments. This risk-adaptive approach proactively reduces
the attack surface without requiring human intervention. For
high-risk operations such as financial transactions or controlling
critical infrastructure, step-up authentication activates
additional security layers. Human approvals via FIDO2 or QR-
code-based MFA serve as a last line of defense against autono-
mous escalation. For Al agents, model attestation is also ne-
cessary. Before a decision is carried out, a Trusted Computing
Base (TCB) verifies the hash of the agent model against certified
references. Deviations — such as those caused by adversarial
poisoning — trigger automatic isolation.

Delegation security is ensured by OAuth Token Exchange
(RFC 8693), which uses cryptographic proofs to secure per-
mission cascades between agents. Every decision also generates
an immutable audit trail containing four key elements: a cryp-
tographic hash of the executing agent, the requested resource
and action, the policy rules applied, and the environmental
context at the time of the decision. This structure enables not
only forensic analysis but also satisfies compliance require-
ments.

In practice, such architectures create a new security paradox:
the more autonomous agents get, the more dynamic their
controls must be. By integrating hardware trust anchors,
cryptographic delegation, and self-optimizing models, these
architectures create a protective framework that is not restrictive
but rather enables the full operational capability of agents—
especially in scenarios such as connected manufacturing or
adaptive logistics, where milliseconds decide between success
or system failure.
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This chapter deliberately excludes Al models, agent frameworks,

and forms of prompt orchestration. The sole focus is on the

security and governance building blocks required for operating

Al agents. The Al model itself can be swapped out relatively
quickly; the security foundation, by contrast, is a long-term
investment. It must reliably address identities, permissions,
logging, cryptography, and resilience.

The technology landscape surrounding Al agent security can
be broken down into a small number of recurring categories.
Each category serves a clear security purpose: who or what is
acting, who decides what actions are permitted, how are
activities logged and made auditable, how are data and models
protected, and how does the cryptography in use remain
viable over the long term.

Whitepaper A Secure Framework for Artificial Intelligence

TSECURITY
Y LANDSCAPE

Categories of the security technology landscape

E Identity and Trust

Identity and Trust covers the technical identity and trust-
worthiness of agents and services. Workload identity is provided
through certificates or equivalent mechanisms, ideally using
ephemeral tokens, clear delegation models, and sound gover-
nance for service accounts. Remote attestation supplements
plain identity with evidence of system state — for example,
through measurements via Trusted Platform Modules or enclaves,
along with attested evidence that feeds into policy decisions.
Identity providers and federation ensure that agents are em-
bedded in the existing identity landscape via open protocols
(OpenlID Connect, SAML), provisioning interfaces (SCIM), and
fine-grained permissions.

a Policy and Authorization

This category anchors the decision logic for access and actions.
A policy engine determines whether an action is permitted.
The engine belongs to the security architecture, not the Al
logic. Key considerations include support for role- and attribute-
based models, separation of decision and enforcement points,
and management of policies as code with versioning, testing,
dry runs, and staged rollouts. Secrets management, key
management, and hardware security modules ensure that
agents work only with controlled key material, using techniques
such as envelope encryption, regular key rotation, and models
like bring-your-own-key or post-quantum-capable schemes.
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G Connectivity and Runtime

Connectivity and Runtime ensure that agents communicate
securely and operate within a controlled environment. Service
meshes and API gateways form a control and protection layer
around agents and services, providing end-to-end encrypted
connections, application-level access controls, propagation

of identity and context, and rate limiting. The runtime environ-
ment is shaped by security guardrails, process isolation, cen-
tralized token issuance, and quota mechanisms — designed so
that agents can act without putting their environment at risk.

0 Observability and Risk

Observability and Risk address visibility, traceability, and audi-
tability. They require telemetry and security-information systems
that deliver distributed traces, consistent identities, and integ-
ration with SIEM platforms. Immutable evidence storage, tamper-
proofing, and comprehensive reporting ensure that security con-
trols remain verifiable and that all audit requirements are met.
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R
EEE Data and Model Protection
[ -

Data and Model Protection focuses on safeguarding the central
assets in an agent environment. At the data level, this covers
data classification, control and monitoring of data flows, data-
loss prevention, and technigues such as pseudonymization and
anonymization. Models are treated as assets requiring protection.
Their purpose, data sources, and limitations are documented;
access to models and configurations is controlled; outputs are
monitored; and regular security testing (such as red-teaming)
is embedded in operations.

J Cryptography and Future-readiness

This category addresses the long-term viability of the crypto-
graphy in use. It includes maintaining an inventory of crypto-
graphic algorithms, taking initial steps toward hybrid key-
exchange schemes, and establishing a migration path for
particularly sensitive connections and data. Key escrow and
emergency-access paths are clearly defined with specified
thresholds, dual-authorization, and full logging so that the
organization can respond to any contingency.
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TART BUILDING
RAMEWORKTODAY

The case is clear: Identity management is not a peripheral technical concern, but the strategic foundation
for deploying Al agents securely and at scale. An unambiguous, verifiable identity forms the basis for
accessing information and executing actions correctly.

Key takeaways

1. Autonomy requires control:

The greater the autonomy agents have to make decisions and
act, the more critical identity assurance becomes, especially
during handovers within hierarchical systems.

2. Fast-paced environments demand automation:
Short-lived agent instances render manual processes obsolete;
only fully automated lifecycles can provide security at mass scale.

3. Heterogeneity calls for standardization:
Diverse platforms require interoperable protocols to enable
secure cooperation across agent boundaries.

Ready to implement?

Our experts are here to guide you.

Actionable recommendations

Establish clear organizational accountability to make
Al agent governance controllable and auditable.

Implement a Zero Trust architecture by operating agents
within micro-segmented security zones under strict least-
privilege access. Physically protect their cryptographic keys
with hardware-based roots of trust such as TPM and HSM
modules.

Fully automate dynamic identity lifecycles by integrating
frameworks such as SPIFFE/SPIRE into CI/CD pipelines.
Policy-as-code validation is critical here: security policies
are checked automatically before every deployment,
reducing configuration errors.

Secure your agent communication with multi-layered
defenses. Prevent replay attacks with nonce-based one-
time identifiers and suitable encryption. Prioritize the
security of handoff processes.
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