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Summary

An Identity and Access Management (IAM) framework ensures central management of identities and access rights for
different systems and applications. Authentication and authorization of users are central functions of the IAM frame-
work. The IAM framework continues to address the management of user data associated with individuals. The iden-
tity is a collection of personal attributes that the person who uses this identity individualizes. IAM is a generic term for
all processes and applications that are responsible for administering identities and managing access rights to various
applications, systems, and resources. In order to ensure a simple and centrally administrable solution, special IAM ar-

chitectures are used, which consist of several software components.
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1. Introduction

1.1. General Introduction

This document was created on the basis of the requirements of the Group Security Policy and the downstream Group
Policy for the management of identities, roles and authorizations and covers all aspects of an IAM Framework. The se-
curity requirement serves, among other things, as the basis of the subordinate IAM security requirements, which are
used for release in the PSA process. It also serves as an implementation recommendation for the requirements of the
Group Security Policy in units that do not participate in the PSA process.

The following are the IAM security requirements, which focus specifically on individual aspects of an IAM framework:
< Internal IAM
< Requirements for an IAM Framework for Internal Employees and External Workers
< Mandatory requirements: 01 — 70
= Private Customer IAM
< Requirements for an IAM Framework for Private Customers
= Mandatory requirements: 01 — 11, 14 17,19 - 23,25 -27,29-35,40- 42,51, 52, 54 — 58
= Business Customer IAM
< Requirements for an IAM Framework for Business Customers
= Mandatory requirements: 01 - 70
= Connected target applications
< Requirements for IT/NT systems that connect to an IAM framework
= Mandatory requirements: 12 - 18, 20, 27,28, 71 - 75
= Non-connected target applications:
< Requirements for IT/NT systems that do not connect to an IAM framework
< Mandatory requirements: 01 - 75

Furlthermore, some terms are used in the document, which are defined as follows and should be observed accord-
ingly:
= The termIT/NT systemsgenerally refers to all IT and NT systems of an organization. If the NT systems in particu-
lar are unable to implement requirements due to a lack of technical prerequisites, the scope is reduced ac-
cording to the respective requirement.
= The termorganizationis used in this document as a synonym for the following terms (the list is not exhaustive):
< Group
= Enterprise
= Group/Corporate Unit
< Agency
= For the definition of the termtarget applicationsee glossary

When implementing the security requirement, the priority national, international and supranational law must be ob-
served. If compliance with the described requirements cannot be implemented or can only be implemented to a lim-
ited extent in individual cases, a risk assessment must be carried out together with a security and/or data protection
expert (in accordance with the relevant requirement) and possible alternative protective measures must be coordin-
ated.

If compliance with or implementation of the defined requirements cannot be implemented or can only be implemen-
ted to a limited extent in individual cases, a risk assessment must be carried out together with a responsible IAM Enter-
prise Architect (according to the affected organizational unit) and security and/or data protection experts (in accord-
ance with the affected requirement) and possible alternative protective measures must be coordinated.

1.2. Scope
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Scope of validity
The security requirement applies worldwide to all Group units in the Deutsche Telekom Group, after resolution and
entry into force by the responsible for the respective company (Management Board and/or Board of Management).

Local adaptation

When implementing this safety guideline in the Group companies, the respective priority national and supranational
law and the respective cultural practices as well as existing participation rights of the responsible or legitimate employ-
ee representative bodies must be observed.

Review of this Group Policy
This security policy is reviewed annually for changes.

1.3. Definition IAM Framework

The term IAM Framework refers to the coordinated interaction of all components involved in Identity and Access Man-
agement (IAM). For IAM systems within Deutsche Telekom AG, a basic distinction is made between internal and ex-
ternal IAM frameworks. This distinction is based on the identities or accounts that are managed in the respective IAM
Framework:

= Internal IAM: Identities and accounts of an organization's employees
« External IAM: Customer identities and accounts. Outside of Deutsche Telekom AG, the term Customer 1AM is
also used here.

The components do not necessarily have to be provided by a software manufacturer. Rather, standardized interfaces
between components from different manufacturers are used for the purpose of interaction. In addition, processes are
also part of an IAM framewaork.

1.4. Glossary

Access Authorizations (Entitlements)
In the sense of the PSA process, access authorizations are collectively referred to as Physical access authorizations,
data usage control and data access control in an IAM framework.

Account
Account of a user for a service offer in a computer network: usually the account consists of a user name and an associ-
ated password; Synonyms: user, user ID, identifier, user account, account.

A distinction is made between normal, critical and privileged as well as shadow accounts;
= Normal account: Is an account provided with the necessary entitlements to complete the tasks
= Critical account; A critical account is an account that has critical access permissions within an IT/NT system.
This criticality is derived from data privacy and information security criteria and is given at least if access to the
following data is possible
= sensitive / critical data (SCD) from the point of view of the organization
= Personal data according to EU-GDPR
= Privileged account: A privileged account is an account that has extended access permissions within an IT/NT
system, e.g. for administrative purposes
< Shadow accounts; Account that exists in the system in the course of a faulty workflow, but is not correctly cor-
related to the appropriate identity

Authentication and Authorization Instance / (Central) Access Layer

An authentication and authorization instance is also known as a (Central) Access Layer. This instance provides ser-
vices that are consumed by target applications that connect to an IAM Framework. Furthermore, it ensures strong au-
thentication and security monitoring.

Corporate ID (CID)
Group-wide unique identifier of an identity.

Deutsche Telekom Group Page 5 of 46



Data Usage Control
Data usage control prevents the use of a data processing system by unauthorized persons. While physical access au-
thorization prevents physical access, data usage control prevents the use of the system.

Data Access Control

Data Access control ensures that only authorized persons have access to personal data, programs, and documents.
The authorization results from the assignment of tasks and the organization of the company. Important: The supervisor
of an authorized employee does not automatically have access authorization. An unauthorized reading, copying,
modification or deletion of personal data during their processing, use or storage should be expressly prevented.

Diameter
An authentication, authorization, and accounting protocol (triple-A system) for authenticating communication partners
on a network.

Entity
An entity can be a physical or legal person, an organization, an active or passive item, a device, software, a service,
etc., or a group of these entities.

Identity and Access Management (IAM)
IAM is a generic term for all processes and applications that are responsible for administering identities and managing
access rights to various target applications, systems, and resources.

IAM Framework Internally
An |IAM framework that only manages identities and associated accounts used within an organization (employees, ex-
ternal workers, service accounts, etc.)

IAM Framework GK (Business Customers)
An IAM framework that manages identities and associated accounts that originate outside the organization (business
customers)

IAM Framework PK (Private Customers)
An IAM framework that manages identities and associated accounts that originate outside the organization (private
customers)

Identity
The digital image of an entity that can be uniquely identified by appropriate attributes.

Kerberos
A distributed authentication service (network protocol) for open and insecure computer networks

LDAPS
Network protocol for querying and modifying information from distributed directory services over encrypted commu-
nication links

OAuth2
Standardized, secure API authorization for desktop, web, and mobile applications

OpenlD Connect (OIDC)
Decentralized authentication system for web-based services

Password (Passphrase, PIN)
A password is a string of characters that is used for authentication. This is intended to prove the identity of a person or
instance and consequently the access authorization to a resource.

Physical access authorization

Physical access authorization defines measures which prevent unauthorized persons from gaining physical access to
data processing systems. In the broadest sense, this includes computers of all kinds — servers, PCs, laptops, smart-
phones, copiers, and other devices which

are suitable for the processing of personal data. Unauthorized persons are all those who do not need to be present at
the respective devices based on the tasks assigned to them.

Process
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A process is the sequence of different, individual activities. The aim is to achieve a predetermined goal. Belonging to
the process and organization of a company, processes can also be part of another process.

Recertification Process

Verification of the accounts and the associated access permissions by the data owner, who can then continue to ap-
prove (recertify) or reject them as part of the process. In the latter case, access permissions are revoked and accounts
are deleted if necessary.

Based on the recommendations of the GDPR and the BSI, recertification is already required by law in the IAM environ-
ment. How implementing a recertification process can protect a company from security breaches and possible fines.

Reconciliation Process

Reconciliation refers to the process of checking consistency and compatibility across different access layers (e.g. Act-
ive Directory, different LDAP servers, etc.). In an IAM Framework, the process is related to provisioning and synchroniz-
ing accounts into the different access layers.

Security Assertion Markup Language (SAML)
An XML framework for exchanging authentication and authorization information

System for Cross-domain Identity Management (SCIM)
Standard for automated exchange of identities and related information between different IAM or IT/NT systems

Source Application
Source applications in the sense of the IAM Framework are, for example, HR systems that provide the data for the
identities.

Target application, connected
Connected target applications in the sense of the IAM Framework are IT/NT systems and services that can be connec-
ted to an IAM Framework in two stages:

« Stage 1: Use of the lifecycle management processes for identities and accounts as well as the authentication
instance provided by the IAM Framework

= Stage 2. In addition to the services in the 1st level, the management of the access permissions of the IAM
Framework is also used by the application

Target application, non-connected

Non-connected target applications within the meaning of the IAM Framework are IT/NT systems and services that are
not connected to an IAM Framework and therefore do not use its services. As a result, the non-connected target ap-
plications are classified like an IAM Framework in the respective context (internal, PK, GK) and corresponding security
requirements are made.

WebAuthN
WebAuthN allows users to be authenticated without a password. It is a W3C standard based on public key procedures
and the use of factors such as biometric features, hardware tokens or smartphones.

Workflow
A workflow is a process that is structured from various processes and activities. The workflow considers the operation-
al level.

1.5. Notes

This document provides the general requirements basis for the secure implementation and operation of an IAM
Framework. It is used to derive the security requirements for individual aspects of an IAM Framework as described in
Chapter 1.1. The requirements listed in this document are thematically subdivided to ensure a structured overview.
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2. |IAM Framework
2.1. System

Req 1 Alogin to the systems of an IAM Framework for operational reasons must be done with a Multi
Factor Authentication (MFA)

An IAM framework is one of the most important central IT/NT systems, which has a very high protection requirement
and therefore requires special security measures. This high level of protection, combined with the fact that 80% of all
successful attacks are based on a password attack, means that multi-factor authentication must be used for all logins
to IAM Framework IT/NT systems for operational reasons. This requirement extends the basic technical protection re-
quirement to the effect that an IAM Framework must use an MFA for all accounts and not only for privileged (e.g. ad-
ministrative) accounts as part of the login for operational reasons. The following is a non-exhaustive list of factors that
are not defined as part of a safe MFA:

= Using an Organization's Managed Client
= An IP or MAC address of a client in the organization

This requirement is an extension of the Req. 14 ("User accounts must be protected with at least one authentication at-
tribute.”) from the document "3.01 Technical Baseline Security for IT/NT Systems ",

Motivation: Reduction of the attack surface

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-1/i42

Req 2 AllT systems of the IAM Framework must be protected with state-of-the-art endpoint protection

Malware protection, which is mainly based on signature detection, does not provide sufficient protection for the IT sys-
tems of an IAM framework that exercises direct control over an organization's identities. Professional attackers use
state-of-the-art malware whose signatures are not known. As a rule, several months pass before such an attack is de-
tected and the signatures of the malware used are available for signature-based protection mechanisms. For this reas-
on, all IT systems of the IAM Framework must be operated with modern endpoint protection.

Examples of features of modern endpoint protection include the following:

= Behaviour Monitoring

= Memory Scanning

< Network Monitoring

= Detect fileless and in-memory attacks
= Heuristic Detection

< Emulation/Sandboxing

= AV Scanner

This requirement is an extension of the Req. 23 ("Security software must be kept up to date at all times") from docu-
ment "3.61 Operations".

Implementation example: Implementation according to the handout of the IT Security Association Germany under
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https.//www.teletrust.de/en/publikationen/broschueren/state-of-the-art-in-it-security/
Motivation: Reduction of the attack surface and detection as well as early prevention of attacks

Implementation example: Realizing with the Guidelines from the IT Security Association (Bundesverbandes IT Sicher-
heit e.V.) from https.//www.teletrust.de/en/publikationen/broschueren/state-of-the-art-in-it-security/.

For this requirement the following threats are relevant:

< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-2/i42

Req 3 The IT/NT systems of the IAM Framework must be designed and operated in a highly available
manner

An IAM Framework must be able to perform ad hoc actions at any time according to a defined service level, such as
immediately disabling accounts in the event of an ongoing attack. In addition, the IAM Framework must be reliably
available in the event of both failures and peak loads. For these reasons, the systems of the IAM Framework must be
designed and operated in a highly available manner.

Motivation: Ensuring the availability of the IAM framework.

For this requirement the following threats are relevant:
= Disruption of availability

For this requirement the following warranty objectives are relevant:
= Availability

ID: 3.69-3/i42

Req 4 The IAM Framework must audit-proof log all operations without exceptions

The term tamper-proof refers to electronic archiving systems which are in line with the requirements of the German
Commercial Code (§ 239, 8 257 Handelsgesetzbuches — HGB), the German Fiscal Code (§ 146, § 147 Abgabenord-
nung — AO), the Principles of Proper Accounting and Storage of Accounts, Recordings, and Documents in Electronic
Form and Data Access (Grundsétze zur ordnungsméRigen Fihrung und Aufbewahrung von Biichern, Aufzeichnungen
und Unterlagen in elektronischer Form sowie zum Datenzugriff — GoBD), and other legal stipulations. The essential se-
curity requirements are:

= The contents are saved unchanged (original) and in a forgery-proof manner.
= The contents can be found again using a search.
= All actions in the archive are logged for reasons of traceability.

Motivation: After a (successful) attack, it is important to find out afterwards through forensic investigations how the at-
tackers proceeded. Any weak points can be identified and mitigated

For this requirement the following threats are relevant:
= Denial of executed activities
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« Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-4/i42

Req 5 An emergency account must be created locally in the IAM Framework in order to access the IAM
Framework in the event of a failure of the authentication instance

To maintain the business operations of the organization, the IAM Framework must enable the login to the IAM Frame-
work locally with an emergency account, bypassing the authentication instance of the IAM Framework. This emer-
gency account must have far-reaching authorizations and must be protected from unauthorized access in the best
possible way, for example using very long passwords, and may only be used in the 4-eye principle. The use of this
emergency account is subject to the requirements of a Business Continuity Management Plan.

One possible implementation is the use of a password in a vault or the use of a Privilege Access Management (PAM)
solution. Both solutions in connection with organizational processes. Prohibited solutions are password management
systems that are not approved for the management of privileged accounts, as well as documents such as Excel work-
sheets, text files, etc.

Motivation: This emergency account should make it possible to access the data of the IAM Framework even in the

event of a crisis and to be able to carry out any further steps within the framework of business continuity management,
This is intended to reduce or avoid further damage to the organization.

For this requirement the following threats are relevant:
= Unauthorized use of services or resources
= Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-5/i42

Req 6 The IAM Framework must be connected to a Security Incident and Event Management System
(SIEM)

Effective IT security always includes the detection of attacks and misuse of the organization's IT/NT systems. For this
reason, Security Incident and Event Management Systems (SIEM) are being established to ensure or significantly im-
prove this detection and to be able to process corresponding security incidents. The detection of misuse of accounts
is of immense importance here. In an Active Directory, this monitoring can be implemented, for example, by Microsoft
Defender for Identity or similar products that forward corresponding incidents to a central SIEM. For this reason, an
IAM Framework must be connected to a SIEM of the organization. For attack and abuse detection, suitable use cases
must be defined and implemented on the basis of the log data of the IAM Framework.

Motivation: Significant improvement in the detection of attacks and abuses in order to prevent them as early as pos-
sible and thus protect the identities and associated accounts of the organization.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

< Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:
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3. Identity Management
3.1. Identity Lifecycle Management

Req7 Only standardized identity types must be used

All identity types used in IAM Framework must be standardized in accordance with Deutsche Telekom AG's IAM Gov-
ernance Group Policy, as the processes of the IAM Framework are based on them. An attacker who brings their own
identity type into the IAM Framework could bypass monitoring and detection measures. For this reason, only shared
and standardized identity types may be used in the organization, such as:

< Human or natural identities

= Robot Identities

= Legal identities

« System components (e.g. hardware, applications)
= |T/NT objects (e.g. loT devices)

Motivation. Increasing security through standardization

For this requirement the following threats are relevant:
= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-7/i42

Req 8 If private e-mail addresses are used in IT/NT systems, they must be verified before use

Attackers try in various ways to obtain valid accounts that allow them access to IT/NT systems and the data they con-
tain. One way is the unchecked use of private e-mail addresses, for example when hiring new employees or when cre-
ating user accounts, for example in the Private Customer area. Furthermore, an insufficiently verified e-mail address
can also be used for unauthorized exfiltration of data, for example if the HR department sends an employee's employ-
ment reference to a private e-mail address.

For these reasons, private email addresses must be sufficiently verified before they are used to prove that the person
providing the private email address also has full control of that email address.

The necessary verification depends on the information that is sent to this email address. According to the data protec-
tion and security recommendations of Deutsche Telekom AG, a verification of a private e-mail address must be carried
out at least when using the protection class INTERN. For other organizations outside Deutsche Telekom AG, the regu-
lations applicable there must be observed in a binding manner.

Motivation: Protection of the organization's data

For this requirement the following threats are relevant:
= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-8/i42

Req 9 Only sufficiently verified identities may be used in the IAM Framework
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If an attacker succeeds in creating a new identity in the IAM Framework or can gain access to the organization's build-
ings and IT/NT systems using a false identity, the organization's IT/NT systems are at risk. For this reason, only identit-
ies that have previously been verified by a suitable process may be used or created in the IAM Framework.

Internal IAM: With regard to the verification of employees, it is appropriate to validate the identity and professional ref-
erence, especially for persons with security-related tasks and responsibilities (e.g. system administrators, security of-
ficers or security guards). The respective examination modality and the result must be documented.

In addition to the IT security requirements, a mandatory verification of identities for the organization results from Regu-
lation (EU) No. 910/2014, Article 26 (requirements for advanced electronic signatures — must be clearly assigned to
the signatory and must be able to identify him).

For the unambiguous determination of the identity, the following verification methods are permitted:

= Automatic verification may only be carried out with certified video identification procedures and official photo
ID cards.
= Personal verification can be done in two ways:
= |navideo call, the employee in charge of the inspection must check the security features of the official
photo ID shown and ensure that the person complies with the entry on the official photo ID. A very high
quality of the video call must be guaranteed
= |n a personal interview, the employee in charge of the inspection must check the security features of
the presented official photo ID and ensure that the person complies with the entry on the official photo
ID

The organization must ensure that the employees who conduct these audits successfully complete training to identify
the security features and perform the verification process. Appropriate documentation must be kept and presented
during appropriate audits, TUV tests, etc.

Due to the eIDAS requirements and ETSI guidelines for the issuance of signature and email encryption certificates for
employees, the underlying identities must be verified and validated. For this reason, it must be ensured that a video
identification procedure to be used is certified by the Bundesnetzagentur (BNetzA).

Identity verification can be performed in an authoritative source upstream of the IAM Framework (such as an HR sys-
tem) or in the IAM Framework itself.

External IAM: Especially in the Private Customer environment, many processes are based on the registration of an
identity by the customer as part of a self-service workflow. For this reason, the necessary verification of an identity must
be based on the information to which the customer will gain access and on legal requirements. In doing so, Group
units of Deutsche Telekom AG must comply with the requirements of the Group's data protection and security recom-
mendations. For other organizations outside Deutsche Telekom AG, the regulations applicable there must be ob-
served in a binding manner.

Motivation: Increase IT security and reduce the attack surface

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

< Unauthorized use of services or resources

< Denial of executed activities

For this requirement the following warranty objectives are relevant:

ID: 3.69-9/i42

Req 10 Persons and IT/NT objects must be clearly and verifiably mapped as digital identities

Persons and IT/NT objects must be clearly and verifiably mapped as digital identities. To do this, they must be
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provided with a unique and unchangeable identifier throughout the organization. Within Deutsche Telekom AG, this is
the Corporate ID (CID). This process is carried out according to uniform rules.

The aim is to assign a single digital identity per identity type that applies to all organizational units. Identities must be
adequately protected against misuse and thett.

In the context of an IAM framework, the subject is defined as human beings that are related to the organization. Ex-
amples include internal or external employees. Objects refer to technical devices such as a laptop or a mobile device.
To make it more difficult for attackers to take over identities, each entity must be assigned its unique identity in the or-
ganization that is part of Identity Lifecycle Management. This uniqueness must also be given, for example, with the
same first name, surname and date of birth of several subjects.

The following boundaries apply:
= Internal IAM frameworks or non-connected target applications
= No personal data from the personnel master data may be used for the unique and unchangeable iden-
tifier.
« Personnel numbers may not be used as a unigue and unchangeable identifier, as they represent a per-
sonal data and thus it is possible to draw conclusions about the identity.
< PK or GK IAM Frameworks
< No personal data from the customer master data may be used for the unique and unchangeable identi-
fier.

Motivation: By standardizing, increasing security and assigning identities, which facilitates, for example, forensic in-
vestigation in the aftermath of an incident.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized use of services or resources

= Denial of executed activities

For this requirement the following warranty objectives are relevant:

ID: 3.69-10/i42

Req 11 The relationship between identity and account must be precisely defined

The assignment of accounts to identities must be precisely defined and always given, otherwise attackers can suc-
ceed in taking over orphaned accounts in order to carry out attacks.

The following boundaries apply to the assignment of accounts to identities:
= Internal IAM framewaorks or non-connected target applications
= Each account is assigned to exactly one identity (1:1, Account:ldentity).
= Multiple accounts can be assigned to each identity (1:n, Identity:Account).
< PK or GK IAM Frameworks
= An n:m assignment (identity:account) is allowed, but there must be at least a 1:1 (identity:account).
= Standalone accounts are not allowed.

Motivation: Increasing security through standardization

For this requirement the following threats are relevant:
< Unauthorized access or tapping of data
< Unauthorized modification of data
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« Unauthorized use of services or resources
< Denial of executed activities
« Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-11/i42

3.2. Access Governance

Req 12 The assignment of access rights must ensure a task-related segregation of duties

The assigned access permissions must not remove the requirement of separation of duties between operational and
controlling functions of the employees.

Entitlements must be structured in such a way that there is no mixing of roles that merge the areas of activity
"operational” and "controlling". As an example of this, the employee who approves travel expenses is not allowed to
process (and approve) his own travel expense report. For this reason, the assignment of access permissions must en-
sure a task-related segregation of duties.

Regarding target applications connected to an IAM Framework, the following regulations apply:
= Once the implementation of the Segregation of Duties principle is ensured within or through the IAM Frame-
work, no implementation is required.
= |f the principle of segregation of duties is implemented within the connected target application, an overview of
the assigned entitlements must also be transmitted to the central IAM Framework

Motivation: Prevention of the possibility of abuse and fraud

For this requirement the following threats are relevant:

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-12/i42

Req 13 Redundant access permissions of accounts, groups, and roles must be removed as part of regular
checks

In an IAM Framework, the assigned entitlements must be clearly defined and clearly assigned at all times. If the same
access permissions are assigned to an account, a group, and a role, there is a risk that, for example, in a mover pro-
cess, only the access permissions that are configured for the group and the role will be removed, but the access per-
missions for the account will be overlooked. If this account is taken over by an attacker, there is a risk that the
"forgotten” access permissions will increase the extent of damage. for this reason redundant access permissions must
be removed as part of regular checks.

With regard to target applications connected to an IAM Framework, the following regulations apply:
< Once the removal of redundant access permissions within or through the IAM Framework is ensured, no imple-
mentation is required.
= |f the removal of redundant entitlements is implemented within the connected target application, an overview
of the assigned entitiements must also be transmitted to the central IAM Framework.
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Motivation: Limitation of the extent of damage in the event of a security incident

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized use of services or resources

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-13/i42

Req 14 Accounts may only be able to access the data that is absolutely necessary for the completion of
tasks (Need To Know principle)

If an attacker is able to take over an existing account, he has access to the data for which the account is authorized. In
order to limit the extent of damage in the event of a security incident, the accounts may only access the data that is ab-
solutely necessary and necessary for the completion of tasks by the regular account holders.

With regard to target applications connected to an IAM Framework, the following regulations apply:
= As soon as the need to know principle is ensured within or through the IAM Framework, no implementation is
required.
= |fthe Need to Know principle is implemented within the connected target application, an overview of the as-
signed entitlements must also be transmitted to the central IAM Framewaork.

This requirement is an extension of the Req. 18 ("The permissions for users and applications must be limited to the ex-
tent necessary to fulfill their tasks ") from the document "3.01 Technical Baseline Security for IT/NT Systems".

Motivation: Limitation of the extent of damage in the event of a security incident

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

< Unauthorized modification of data

< Unauthorized use of services or resources

= Denial of executed activities

For this requirement the following warranty objectives are relevant:

ID: 3.69-14/i42

Req 15 Accounts must only be able to perform the actions on the data that are absolutely necessary for the
completion of tasks (Least Privilege principle)

If an account is configured so that it has full access to the data to be processed, attackers who take over the account
can not only divert the data, but also change or delete it. For this reason, accounts may only perform the actions on the
data that are absolutely necessary for the completion of tasks of the regular account holders.

With regard to target applications connected to an IAM Framework, the following regulations apply:
= As soon as the least privilege principle is ensured within or through the IAM Framework, no implementation is
required.
= |fthe least privilege principle is implemented within the connected target application, reporting to the central
IAM framework must also be carried out.
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This requirement is an extension of the Req. 18 ("The permissions for users and applications must be limited to the ex-
tent necessary to fulfill their tasks ") from the document "3.01 Technical Baseline Security for IT/NT Systems".

Motivation: Limiting the extent of damage in the event of a security incident and ensuring the integrity of the data

For this requirement the following threats are relevant:
< Unauthorized modification of data
< Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:
= Integrity

ID: 3.69-15/i42

Req 16 Access permissions must be defined atomically and separately from each other

To enable effective and secure management of access permissions, access permissions must be atomic and delim-
ited. Otherwise, the probability is very high that an account has too high access permissions, because a higher right,
which is actually not needed, is combined with lower rights in one access authorization. For example, atomic access
permissions can be grouped into roles.

With regard to target applications connected to an IAM Framework, the following regulations apply:
= As soon as atomic and delimited access permissions within or through the IAM Framework are ensured, no im-
plementation is required.
= |f atomic and delimited entitlements are implemented within the connected target application, an overview of
the assigned entitlements must also be transmitted to the central IAM Framework.

Motivation: Protection of the organization's data and compliance with the need-to-know and least-privilege principle

For this requirement the following threats are relevant:
= Unauthorized use of services or resources
= Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-16/i42

Req 17 Access permissions must have an understandable name and description

For example, to be able to select the correct and necessary access permissions when assigning access permissions
or going through a recertification process, access permissions must have a comprehensible naming and description.

With regard to target applications connected to an IAM Framework, the following regulations apply:
= As soon as the naming of access permissions within or through the IAM Framework is ensured, no implement-
ation is required.
= |f the naming of the entitlements is implemented within the connected target application, an overview of the as-
signed entitlements must also be transmitted to the central IAM Framework.

Motivation: Ensuring the least privilege principle

For this requirement the following threats are relevant:
< Unauthorized access to the system
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« Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-17/i42

Req 18 Granting and modifying access permissions must be done using an approval workflow

The granting of entitlements must be carried out according to the need-to-know and least-privilege principle, so that
the data of the organization is protected with the highest possible level of security. To ensure this protection, the grant-
ing and modification of access permissions must be carried out in accordance with the requirements in the chapter
"Approval Workflow". Otherwise, attackers could assign extensive access permissions to their created or captured ac-
count.

With regard to target applications connected to an IAM Framework, the following regulations apply:
= Once the granting and modification of access permissions within or through the IAM Framework is ensured, no
implementation is required.
= |f the granting and modification of entitlements is implemented within the connected target application, report-
ing to the central IAM Framework must also be carried out.

Motivation: Protect the organization's data and minimize the attack surface

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-18/i42

Req 19 The provisioning of entitlements in connected target applications must be carried out promptly

In the context of a lateral movement of an attacker after the successful takeover of an IT/NT system, accounts that
have high or very far-reaching access rights to data and IT/NT systems are of particular interest. In order to minimize
the probability of exploiting such high or far-reaching entitlements, created, changed and revoked entitlements must
be provisioned promptly in connected target applications. The provisioning process must be monitored accordingly
by the IAM Framework. In addition, processes must be initiated in the event of an error to ensure provisioning. The res-
ults of the provisioning runs must be logged.

The following regulations apply:

< Push mechanism: Immediately after granting/changing the access permissions in the IAM Framework, they
must be provisioned in the connected target applications. This applies equally to internal, PK and GK 1AM
frameworks.

< Pull mechanism: Every 30 minutes, the connected target application must check for created, changed or re-
voked access permissions in the IAM Framework and provision them. For PK and GK IAM frameworks, this
time span can be up to 6 hours. As an example of a pull mechanism, groups stored in an LDAP are used to as-
sign entitlements within a connected target application.

< Non-connected target applications: For target applications that are not connected to an IAM Framework, cre-
ated, modified, and revoked access permissions must be applied immediately.
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Motivation: Protect the organization's data and minimize the aftack surface

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-19/i42

Req 20 When using token-based protocols, the tokens may only be used according to the defined standard

In order to prevent an increase in the attack surface of token-based protocols, such as OAuth2, SAML or OpenID Con-
nect (OIDC), the respective tokens may only be used in accordance with the respective protocol specification and
must not be changed.

The following requirements for each protocol must be implemented:
= OAuth2
= Access Token: an access token is used to authorize the client for a specific resource.
= 0IDC
= |D Token (Session Token): The ID token is a security token that contains only information about how an
end user is authenticated by an authorization server. ID tokens may not be used for further information,
such as authorization or assigned access permissions.
= Access Token: an access token is used to authorize the client for a specific resource.
= SAML
= Authentication Assertion: The Authentication Assertion contains information regarding the identifica-
tion of the user and specifies the time of authentication and the authentication method used.
= Attributes Assertion: for example the attributes assertion contains information about the roles that are
assigned to the user.
= Authorization Assertion: the authorization assertion specifies whether the user is allowed to use the re-
source or has not been allowed to use it due to incorrect authentication for example.

Motivation: Protect the organization's data, minimize the attack surface, and increase security through standardization

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-20/i42

3.3. Identity Data Integration

Req 21 When connecting source applications to an IAM Framework, both systems must authenticate each
other

Through unsecured interfaces of the IAM Framework, an attacker could be able to import spoofed identities and/or
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accounts into the IAM Framework. If the attacker is successful, all downstream target applications that use the corres-
ponding accounts as well as potentially the IAM Framework itself are no longer secured and, for example, data from
the target applications could be exfiltrated. For this reason source applications and the IAM Framework must authen-
ticate each other.

Motivation: Protection of the target applications as well as the data contained therein and the IAM Framework against
attackers who want to achieve their goal with self-created identities or accounts

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-21/i42

Req 22 Only authorized source applications may be connected to the IAM Framework

Only authorized source applications are allowed to export data to the IAM Framework to ensure the integrity and au-
thenticity of the imported data. An example is an SAP system whose data forms the basis for the identities to be man-
aged. An authorized source application is defined as follows:

= Written documented interface agreement between the source application and the IAM Framework
< Completed PSA process of the source application with approval by security and data privacy
< Approval of IT

Motivation: To make it more difficult or prevent misuse by an attacker, only authorized source applications may export
data to the IAM Framework. thus the attacker would have to compromise the source application(s) before he can intro-
duce fake identities into the IAM Framework.

For this requirement the following threats are relevant:
= Unauthorized modification of data

For this requirement the following warranty objectives are relevant:

ID: 3.69-22/i42

Req 23 It must be ensured that an object is imported from exactly one source application

An object of an IAM Framework must not be imported from different source applications in order to achieve a 1:1 as-
signment within the IAM Framework, i.e. the import of an object must be assigned exactly to a source application.
However, an object may be enriched with information from other source applications as long as the traceability of the
enrichment (which information comes from which source application?) is given and the information from the authorit-
ative source from which the object itself was imported is not overwritten. It must be ensured that the attributes of an
object do not override or contradict each other. Enrichment may only have a complementary character.

Motivation: To make it more difficult for an attacker to misuse compromised source applications to create unauthor-
ized identities in the IAM Framework

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:
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ID: 3.69-23/i42

3.4. Accounts

Req 24 Inactive accounts must be deactivated after 35 days

In order to prevent or detect misuse of inactive accounts by an attacker, inactive accounts must ideally be deactivated
after 30 days, or 35 days at the latest.

Motivation: Minimization of the attack surface and detection of attacks.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-24/i42

Req 25 Only approved and standardized account types may be used

Approved and standardized account types and their use facilitate the detection of attacks if, for example, an attacker
uses a service account to log on to a client computer. For this reason, only approved and standardized account types
may be used.

Examples of Standardized Account Types are the following:

= Privileged accounts (e.g. for administrators)

= Normal user accounts in Active Directory or in any target application

= External accounts (e.g.for third-partyservice providers or partners)

= Service accounts (service account required for applications, services, etc.)

= Robot accounts (also known as "bots"; they are used, for example, to automate routine tasks)
= Device accounts (e.g. loT devices)

= Function accounts (e.g. reception in the building or training computer)

Motivation: Detection of attacks.

For this requirement the following threats are relevant:
= Unauthorized use of services or resources
= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-25/i42

Req 26 For privileged access to IT/NT systems, separate personal accounts must be set up and used

The use of a central privileged account by several people means that operations cannot be clearly assigned to the ex-
ecuting person. Therefore, for each identity that requires privileged access permissions, an additional separate priv-
ileged (administrative) personal account must be set up and used.

This requirement is an extension of the Req. 13 ("User accounts must ensure the unique identification of the user")
from the document "3.01 Technical Baseline Security for IT/NT Systems".
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Motivation: The unique identification of a user is a prerequisite for assigning a user permissions that are necessary for
the performance of his tasks on the system. This is the only way to achieve adequate access control to data and ser-
vices and to prevent abusive access. In addition, it provides better detection of attacks on privileged accounts.

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

For this requirement the following warranty objectives are relevant:

ID: 3.69-26/i42

Req 27 Active Directory-based service accounts must use Group Managed Service Accounts

Usually, the operators of IT/NT systems manage the passwords of the service accounts used in the IT/NT system. Des-
pite the complexity requirements for the passwords to be used, it is sometimes possible to crack them via brute force
attacks.

For this reason, target applications of an IAM Framework that are connected to an Active Directory must use group
Managed Service Accounts (gMSA). When using a gMSA, password management is performed automatically in Active
Directory without the operators of the IT/NT system being able to influence it. This significantly minimizes the likeli-
hood of a successful brute force attack.

Documentation regarding gMSA can be found here: https://docs.microsoft.com/de-de/windows-server/security/
group-managed-service-accounts/group-managed-service-accounts-overview

Motivation: Prevent brute force attacks on service account passwords

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-27/i42

Req 28 Account usernames must be anonymized

Attackers typically choose accounts as the target of their efforts that are helpful to them on the way to achieving their
goal. This includes all privileged accounts, but also accounts that have access to certain data. Usually, they have
already researched this information, such as the name of an employee of the organization responsible for transfers, in
advance and are looking for this account specifically.

For this reason, the user names of accounts must be anonymized.

Below is a non-exhaustive list of unauthorized user names:
= Personnel numbers, for example from SAP HR systems
= A combination of surnames and first names, including the use of parts thereof or abbreviations
= |n general, the use of characteristics that indicate account owner or functionality of the account
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Especially in the Active Directoryfield, it is possible for every user to read the information of any account, including an
attacker. However, this is only possible after you have successfully logged in, so that an anonymized user name pro-
tects against the scenario outlined above.

Motivation: Reduction of the attack surface

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-28/i42

3.5. credentials

Req 29 No publicly known passwords must be used

Attackers often use (purchased) password databases or rainbow tables to determine passwords, or their hashes using
brute-force attacks or other techniques and use them for their attacks. for this reason, publicly known passwords must
not be used in the organization.

To determine publicly known passwords, you can use services available on the internet, such as "ID Guard" from
Deutsche Telekom Security GmbH for example to check the new password to see if it is publicly known when an ac-
count is changed on a regular password. When using services on the Internet, it must be ensured that only an encryp-
ted hash of the password — and not the password itself — is transmitted.

This requirement is an extension of the Req. 26 ("If a password is used as an authentication attribute, a protection
against online attacks like brute force and dictionary attacks that hinder password guessing must be implemented ")
from the document "3.01 Technical Baseline Security for IT/NT Systems ".

Motivation: Reduction of security incidents and minimization of the scope for attack.

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-29/i42

Req 30 If passwords are used as an authentication feature for technical accounts, they must be at least 30
characters long and contain three of the following character categories: lowercase letters, upper-
case letters, numbers, and special characters

Technical accounts, such as service accounts or robot accounts, are usually a worthwhile target for attackers because
your passwords are set once and changed very rarely, if ever. This means that the longer such an account is used, the
higher the probability that the associated password will be found out by an attacker.

For this reason, passwords from technical accounts must comply with a stronger password policy:
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« Password length: 30 characters
= Use of 3 of 4 character classes (a-z, A-Z, 0-9, special characters)

This requirement is an extension of the Req. 22 ("If a password is used as an authentication attribute, it must have at
least 12 characters and contain three of the following categories: lower-case letters, upper-case letters, digits and spe-
cial characters.") from the document ,,3.01 Technical Baseline Security for IT/NT Systems*.

Motivation: Minimization of the scope for attack.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

< Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-30/i42

Req 31 If PGP or S/MIME certificates are used, they must be identity-related and validated

PGP or S/MIME Email encryption and signing is based on the use of certificates from a PKI. To ensure encrypted e-
mail exchange with recipients outside your own organization, certificates from a public PKI are usually used. To pre-
vent the incorrect issuance of certificates or misuse of the certificates, these certificates must be identity-related and
the identities must be validated according to the requirements of the requirement "Only sufficiently verified identities
may be used in the IAM Framework".

Motivation: Prevention of misuse of certificates or incorrect issuance of certificates

For this requirement the following threats are relevant:
< Unauthorized access or tapping of data
< Unauthorized modification of data

For this requirement the following warranty objectives are relevant:

ID: 3.69-31/i42
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4. Access management
4.1. Authentication

Req 32 An authentication and authorization instance must only use standardized and established protocols

Self-developed protocols are usually programmed with a focus on functionality rather than security, so they are vulner-
able to attacks. For this reason, an authentication and authorization instance must use standardized and established
protocols. For example, appropriate protocols for authentication and authorization are the following:

< OpenID Connect
= OAuth2

= SAML

« Kerberos

= WebAuthN

< Diameter

This requirement is an extension of the Req. 5 ("The software and hardware of the system must be covered by the sup-
plier's security vulnerability support") from the document "3.01 Technical Baseline Security for IT/NT Systems".

Motivation: Reduction of the attack surface and associated minimization of the number of security incidents.

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-32/i42

Req 33 An authentication and authorization instance must be able to log on using several different authen-
tication methods

Strong authentication requires that you can log in using several different authentication methods (Multi Factor Authen-
tication, MFA). MFA is typically not as easy for attackers to circumvent as, for example, authentication with username
and password alone.

For this reason, an authentication and authorization instance in an IAM Framework must enable to log in using several
different authentication methods. There should be several methods to choose from, which can then be used for au-
thentication.

The following is a non-exhaustive list of secure authentication methods or MFA factors that can be combined for se-
cure authentication:

= Username/Passwort
< Biometric factors:
= Fingerprint
= Palm vein scan
< Iris scan
= Face recognition
= Smart cards, FIDO2 (or certificate-based authentication with an HW token)
= Certificates (incl. SSH Certificates)
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= Authentication Apps on the Company Phone
= OneTime Token

= Hardware

« Software

« QR Code

If the username/password authentication method is used, another authentication method, such as a smart card with
PIN, must be used for authentication

Motivation: Protection of the target applications and the data contained therein

For this requirement the following threats are relevant:
= Unauthorized access to the system

For this requirement the following warranty objectives are relevant:

ID: 3.69-33/i42

Req 34 Insecure authentication methods must not be used

Insecure authentication methods not only allow an attacker to log on to IT/NT systems without permission, but also po-
tentially deny access to the regular user due to their unreliability or inaccuracy. For this reason, insecure authentica-
tion methods must not be used. As an example of this, the following are mentioned:

= Behavioral token
= Gestures
< Keyboard stroke
< \/oice print

= Biometric token
< Hand topography
< Retina scan
= Hand geometry

Motivation: Reduction of the attack surface

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

For this requirement the following warranty objectives are relevant:

ID: 3.69-34/i42

4.2. Authorization

Req 35 Authorizing a user must be clear and reproducible

If inconsistent states occur during the assignment of access permissions to an account in the course of authorization
in such a way that increased access permissions are granted from time to time that are not required for the tasks to be
performed, attackers can exploit this circumstance in a targeted manner. For this reason the authorization of a user
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must be clear and reproducible.

Motivation: Reduction of the attack surface and ensuring least privilege principle

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

< Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-35/i42

4.3. Privileged Account Management

Req 36 The provisioning of the PAM must be automated and carried out exclusively by the IAM Framework

The ability to create privileged accounts must be reduced to make it more difficult for the attackers to extend their ex-
isting rights. Privileged accounts may not be created in the PAM solution itself, i.e. there must be no possibility to cre-
ate privileged accounts on the fly in the PAM solution bypassing the approved process in order to use them for access
to IT/NT systems. If the PAM solution operates its own identity management, all requirements for an internal IAM
framework must be met. For this reason, the provisioning of far-reaching access permissions or privileged accounts
must be automated and carried out exclusively by the IAM Framewaork.

Motivation: Reducing the attacker's ability to extend his rights

For this requirement the following threats are relevant:
= Unauthorized use of services or resources

= Disruption of availability

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-36/i42

Req 37 It must be possible to assign accounts and entitlements for a limited period of time or for a limited
period of time

An attacker strives to gain full control over the target of the attack. He achieves this, among other things, by taking over
accounts with privileged access permissions. If you now shorten the period of time in which the privileged access per-
missions are available or are assigned to an account in which you set a start and an end time for the use of these ac-
cess permissions, you reduce the possibilities for the attacker to obtain these access permissions. For this reason, it
must be possible to assign accounts and entitiements for a limited period of time.

Motivation: Reduce the attack surface for obtaining privileged access permissions or privilege escalation

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized use of services or resources

< Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-37/i42
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Req 38 If an automatic rotation of passwords is offered by the PAM solution, it must be used

An automated change of passwords by the PAM solution makes it almost impossible for an attacker to use captured
credentials. The passwords are changed after a single use by the PAM solution and stored encrypted in the password
vault. In this way, not even the authorized privileged user knows the password. For this reason, the automatic rotation
of passwords must be used if the PAM solution offers this.

The following requirements must be taken into account:
= Password length: 30 characters
= Use 3 of 4 character classes (a-z, A-Z, 0-9, special characters)
= A password is valid for exactly one user login

Motivation: Preventing an attacker from spying on credentials from privileged accounts and thus reducing the attack
surface

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-38/i42

Req 39 The allocation of privileged accounts and associated access permissions must be performed using
an approval workflow

Privileged accounts — especially the associated access permissions — are a sought-after target for attackers. Because
with them it is usually possible to get access to other accounts and associated data. To prevent misuse, the privileged
accounts and associated access permissions must be allocated using an approval workflow. The security require-
ments of the chapters "General requirements for processes and workflows" and "Approval workflow" must be met,
provided that the PAM solution implements the approval workflow itself. Otherwise, you must use the approval work-
flow of the respective IAM Framework that provides the PAM solution.

Motivation: Reduction of the attack surface and associated protection of privileged accounts and associated access
permissions. At the same time, this gives you a traceability of the use of privileged accounts in order to be able to carry
out forensic investigations in case of suspicion.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-39/i42
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5. Processes and workflows
5.1. General specifications for processes and workflows

Req 40 All automated process and workflow steps of an IAM framework must be monitored and corres-
ponding errors or deviations must be alerted

In order to ensure the availability of the IAM Framework and to detect attackers who exploit errors in the process or
workflow chain, permanent monitoring of all automated process and workflow steps of an IAM Framework must be im-
plemented. Detected errors or deviations must be alerted. Ideally, this monitoring should be implemented by a SIEM, if
technically feasible.

Motivation: Increase the availability of the IAM Framework and early detection of attack attempts.

For this requirement the following threats are relevant:
= Denial of executed activities
= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:
= Availability

ID: 3.69-40/i42

Req 41 All'TAM Framework processes and workflows must be documented and approved

Especially with an IAM Framework, it is important to pay attention to the security of the processes, so that it is not pos-
sible to influence the IAM Framework or to misuse the IAM Framework through organizational or procedural errors. For
this reason, all processes must be documented and approved by the respective security management of the organiza-
tion.

Motivation: Reduction of the possibilities for an attacker to exploit errors in the process chain for misuse. Further in-
crease the availability of the IAM Framework, as fewer failed processes lead to fewer failures in the IAM Framework.

For this requirement the following threats are relevant:

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:
< Availability

ID: 3.69-41/i42

5.2. Joiner Process

Req 42 A joiner process must be established

For an attacker, it can be advantageous if he can independently create new identities and accounts as part of his at-
tack. These can be used, for example, for further privilege escalations or obfuscation of data exfiltration. In addition,
there are legal and regulatory requirements that require certain characteristics of identities and accounts. For this reas-
on, a joiner process must be established for new employees of an organization, which has been documented and re-
leased as part of the PSA process by Data Privacy and IT security.

This joiner process must implement the requirements of this chapter and include the following steps for an internal
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IAM Framework:
= Import of identities/identity data from authorized source applications
= Creation of necessary accounts, credentials, certificates, etc. through automated processes and provisioning
of the same in compliance with the necessary security requirements
= Secure transmission of the necessary information to the new employee

For IAM frameworks from the Private Customer or Business Customer environment, similar processes have to be cre-
ated but with different requirements. The following questions can help:

= How does the customer create his identity/account?

= With which information should the identity/account be enriched?
< How to verify your email address?

= Which identity data is necessary? How are these verified?

Non-connected target applications that are used by internal employees must meet the requirements for an internal
IAM framework.

Motivation: Reduction of the attack surface

For this requirement the following threats are relevant:

< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

< Disruption of availability

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-42/i42

Req 43 The activation of all accounts as well as physical and data access authorizations assigned to the
new employee must take place no later than 30 days after delivery to the person responsible for the
issue

If the new employee has not activated all assigned accounts as well as physical and data access authorizations after
30 days, the accounts as well as physical and data access authorizations must be deleted or invalidated. This measure
reduces the number of accounts provided, but not activated or unused, as well as physical and data access authoriza-
tions. Otherwise, these could be misused by attackers. The monitoring of the deadline must be ensured by the re-
spective IAM Framework.

Motivation: Reduction of the possibilities for the attacker to gain unauthorized access to premises and access to IT/NT
systems

For this requirement the following threats are relevant:

= Unauthorized use of services or resources

= Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:
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ID: 3.69-43/i42

Req 44 By default, no critical access permissions may be set when creating accounts for new employees

In order to avoid unnecessary or excessive access permissions and to reduce the risk of attackers using "forgotten" ac-
counts for attacks on IT/NT systems, newly created accounts for new employees must not be configured with critical
access permissions by default. This requirement applies to connected or non-connected target applications as well as
to all IAM Frameworks (Internal, Private Customer, Business Customer).

Motivation: Reduce the risk that forgotten or overlooked accounts can be misused for attacks. Furthermore, the neces-
sary access permissions are reduced to a minimum so that accounts are not accidentally equipped with too large ac-
cess permissions.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-44/i42

5.3. Mover Process

Req 45 A mover process must be established

It can be advantageous for an attacker if he can use accounts with very high or far-reaching access permissions result-
ing from a change of the workplace of an employee within the organization without an established mover process as
part of his attack. These can be used, for example, for further privilege escalations or obfuscation of data exfiltration.
For this reason, a mover process must be established for internal employees of an organization, which has been docu-
mented and released as part of the PSA process by Data Privacy and IT security. This mover process must meet the re-
quirements of this chapter for an internal IAM framework.

Non-connected target applications that are used by internal employees must also meet the requirements of this
chapter for an internal IAM framework.

Motivation: Reduction of the attack surface

For this requirement the following threats are relevant:

< Unauthorized access to the system

= Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-45/i42

Req 46 When changing jobs within the organization, the recertification process must be carried out for the
employee concerned

If an employee within the organization changes his workplace and the entitlements as well as physical and data ac-
cess authorizations that were necessary for the old task are not deleted or deactivated, an attacker, after having taken
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over the identity and the associated accounts, would be able to compromise significantly more IT/NT systems and, for
example, exfiltrate data than with the necessary entitlements of the employee. would have been possible.

For this reason, when changing jobs within the organization, the recertification process must be carried out, the follow-
ing conditions apply..

= the process must be carried out no later than three working days after the change of workplace
= Entitlements as well as physical and data access authorizations that are no longer required must be deleted or
deactivated.

The recertification process must be part of the mover process.

Motivation: Reduce the extent of damage in the event of a security incident and limit the possibilities for an attacker

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-46/i42

Req 47 If entitlements as well as physical and data access authorizations are reassigned as part of a
change of workplace in the organization, these must be personally activated by the employee with-
in 30 days

If, after 30 days, all assigned accounts as well as means of physical and data access authorizations have not been ac-
tivated by the employee when changing jobs, the accounts as well as physical and data access authorizations must be
deleted or invalidated. This measure reduces the number of accounts provided, but not activated or unused, as well as
physical access and data access authorizations. Otherwise, these could be misused by attackers. The monitoring of
the deadline must be ensured by the respective IAM Framework.

Motivation: Reduction of the possibilities for the attacker to gain unauthorized access to premises and access to IT/NT
systems

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

For this requirement the following warranty objectives are relevant:

ID: 3.69-47/i42

5.4. Leaver Process

Req 48 A leaver process must be established

It can be advantageous for an attacker to be able to use accounts with very high or far-reaching access permissions for
privilege escalations or obfuscation of data exfiltration as part of his attack, which have not been at least deactivated
after an employee leaves the organization.

For this reason, a leaver process must be established for departing employees of an organization, which has been
documented and released as part of the PSA process by data protection and IT security. This leaver process must

Deutsche Telekom Group Page 32 of 46



meet the requirements for a leaver process from this chapter for an internal IAM framework.

For IAM frameworks from the Private Customer or Business Customer environment, similar processes only have to be
created with different requirements. The following questions can help:

= How does the customer deactivate/delete his identity/account?
= Should he be able to do this at all?
= How long is the retention period of the data?

Non-connected target applications that are used by internal employees must meet the requirements for an internal
IAM framework.

Motivation: Reduction of the attack surface.

For this requirement the following threats are relevant:

< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-48/i42

Req 49 In the event of a longer absence of the employee, entitiements as well as physical and data access
authorizations must be deactivated

If, for example, an employee is absent for a long time due to a sabbatical or parental leave as well as a foreseeable
course of iliness, all entitlements as well as physical and data access authorizations must be deactivated either at the
beginning of a planned absence or at the time of becoming aware of an unplanned absence. Otherwise, they could be
used unnoticed by attackers.

Motivation: Reduce the attack surface and prevent security incidents.

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-49/i42

Req 50 If an employee leaves, all access authorizations as well as physical and data access authorizations
must be returned and deactivated on the day of departure

In order to prevent access authorizations as well as physical and data access authorizations of the departing employee
from being misused beyond his or her resignation date, they must all be deactivated on the day of withdrawal.

The following conditions must be met:
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= Deactivation of all accounts, access tokens and authentication factors at 23:59 (11:59 PM) of the exit date
(Valid is the time zone in which the employee was employed)

= Return of all physical authentication factors and access tokens at the latest when leaving the workplace for the
last time

= Private keys for encryption must be kept secure for 6 months so that encrypted documents can be recovered.

Motivation: Reduce the attack surface and avoid security incidents.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

< Disruption of availability

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-50/i42

Req 51 After an employee leaves the organization, all accounts assigned to him must be deprovisioned
after 30 days at the latest

All accounts of a retired employee must be deprovisioned from the target applications as well as the authentication
and authorization instances after 30 days at the latest. Otherwise, they can be used by an attacker (after activation) to
gain unauthorized access to protected data, for example. Care must be taken to only deprovision the accounts, but
not to delete them in the IAM Framework.

Motivation: Reduce the attack surface and avoid security incidents.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-51/i42

Req 52 An emergency leaver process must be established

In order to immediately avert damage to the organization, for example by using compromised accounts for the data ex-
filtration during an attack, it must be possible to deactivate accounts and/or identities immediately, i.e. within a maxim-
um of 5 minutes after detection and confirmation of the attack, so that no further damage can be caused. For this reas-
on, an Emergency Leaver process must be defined.

Motivation: Reduction of the extent of damage in the event of security incidents.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data
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« Unauthorized use of services or resources
< Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-52/i42

Req 53 If an active directory is used the e-mail address and user principal name (UPN) of the retired em-
ployee must be blocked for at least 6 months before they can be reused

To ensure access to data of a retired employee, the e-mail address assigned to him and the UPN are required. For this
reason, the e-mail address and UPN of the departed employee must be blocked for at least 6 months before they can
be used again.

Motivation: Ensuring access to required data.

For this requirement the following threats are relevant:
= Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-53/i42

5.5. Reconciliation Process

Req 54 A reconciliation process must be established

Reconciliation refers to the process of checking consistency and compatibility across different access layers (e.g. Act-
ive Directory, different LDAP servers, etc.). In an IAM Framework, the process is related to provisioning and synchroniz-
ing accounts into the different access layers. In particular, duplicate accounts of the same identity pose a high risk of
non-transparent access permissions.

For this reason, a reconciliation process must be established that examines the IAM Framework and runs regularly.

If the IT/NT system is a non-connected target application, a corresponding report on the implementation of the recon-
ciliation process including the results must be created and made available.

Motivation: Prevention of security incidents such as data exfiltration, lateral movement, privilege escalation.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-54/i42

5.6. Orphan Account Discovery Process
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Req 55 A process must be established to identify orphaned accounts

Orphaned accounts are not used by any identity for a login and are usually not monitored, i.e. they are not associated
with an identity. Attackers usually use these "forgotten" accounts to log in to target applications without permission
and, for example, to exfiltrate data there. For this reason, a process must be established that examines the IAM Frame-
work for orphaned accounts and runs regularly. In general, such a process is part of the reconciliation process.

If the IT/NT system is a non-connected target application, a corresponding report must be created and made available
regarding the execution of the process for determining orphaned accounts, including the results.

Motivation: Prevention of security incidents such as data exfiltration, lateral movement, privilege escalation.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

< Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-55/i42

Req 56 Orphaned accounts must be deactivated and a responsible body alerted within 5 working days of
becoming aware of them at the latest

Any orphaned account identified as part of the reconciliation process can be assumed to potentially be used for an at-
tack. For this reason, each identified orphaned account must be deactivated without delay, within 5 working days after
becoming aware of it, and a responsible body must be alerted.

Motivation: Prevention of security incidents such as data exfiltration, lateral movement, privilege escalation.

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-56/i42

Req 57 The process for detecting orphaned accounts must be completed every 30 days at the latest

The earlier an abandoned account is identified, the lower the probability that it has been used, is currently being used
or will be used in future for an attack. Therefore, the process for detecting orphaned accounts must be carried out
every 30 days.

Motivation: Detect potential attacks and reduce the attack surface.
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For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

= Denial of executed activities

< Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-57/i42

Req 58 If orphaned accounts have been discovered, it is necessary to investigate whether they have been
used for a login

Identified orphaned accounts may have been misused in the past for attacks that were not detected by other detection
measures. For this reason, each orphaned account identified must be determined whether it has been used for an at-
tack or is currently being misused for ongoing attacks.

Motivation. Detect potentially ongoing attacks and improve the detection of attacks and mitigate any vulnerabilities
that have been used for an attack.

For this requirement the following threats are relevant:

< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-58/i42

5.7. Recertification Process

Req 59 A recertification process must be established

In practice, it can happen that an account is assigned unneeded access permissions. This can be done, for example,
by incorrectly defined mover processes or by assigning access permissions outside the defined processes. For this
reason, a recertification process must be established that is performed for all accounts without exception and meets
the following requirements in this chapter.

Motivation: Reduce the extent of damage in the event of an attack and ensure the integrity of the data in the target ap-
plications.

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

< Disruption of availability

= Unnoticeable feasible attacks
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For this requirement the following warranty objectives are relevant:
< Integrity

ID: 3.69-59/i42

Req 60 The recertification process must be carried out regularly

The sooner elevated or incorrect access permissions are detected in an IAM Framework, the less likely it is that attack-
ers or employees will be able to view or modify data for which they are not normally authorized. For this reason, the re-
certification process must be carried out every 12 months at the latest. Depending on the criticality of the target applic-
ation or the data contained therein, shorter distances should be selected for this period.

For non-connected target applications, the recertification process must be carried out every 3 months at the latest. A
corresponding report regarding the implementation of the recertification process, including the results, must be pre-
pared and made available.

Target Applications Cycle

Target application connected to a central, internal IAM |1 time a year / every 12 months

Applications with Internal Control System - Relevance 2 times a year / every 6 months
(ICS IT) or TOP66 applications

Target applications that are not connected to a central, |4 times a year / every 3 months
internal IAM

Motivation: Reduce the extent of damage in the event of an attack and ensure the integrity of the data in the target ap-
plications.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-60/i42

Req 61 Unneeded entitlements must be removed within 5 working days of becoming aware of it at the
latest

Unnecessary entitlements are a violation of the least privilege principle and can be misused for data exfiltration as part
of an attack. For this reason, unnecessary entitlements must be removed as part of the recertification process without
delay, at the latest within 5 working days after becoming aware of it, in order to minimize the likelihood of misuse of
these increased entitlements. Start time for the deadline is the completed recertification process.

Motivation: Reduce the extent of damage in the event of an attack and ensure the integrity of the data in the target ap-
plications.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources
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< Disruption of availability
« Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:
< Integrity

ID: 3.69-61/i42

Req 62 The recertification process must be established in the mover process

The sooner elevated or incorrect access permissions are detected in an IAM Framework, the less likely it is that attack-
ers or employees will be able to view or modify data for which they are not normally authorized. For this reason, the re-
certification process in the mover process must be established in such a way that when an employee changes, the re-
certification process is carried out on a case-by-case basis.

Motivation: Reduce the extent of damage in the event of an attack and ensure the integrity of the data in the target ap-
plications.

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

< Unauthorized use of services or resources

< Disruption of availability

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-62/i42

5.8. Account usage review Process

Req 63 An account usage review process must be established

If, for example, an employee leaves the organization, the accounts directly assigned to his identity must be deprovi-
sioned. For this reason, it must be ensured at all times that there is an overview showing in which IT/NT system the re-
spective account is used, so that it is possible to deprovision the respective account.

Motivation: Preventing the outflow of data and preventing the takeover of orphaned accounts.

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

< Unauthorized use of services or resources

« Disruption of availability

< Denial of executed activities

< Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-63/i42

5.9. Approval Workflow

Req 64 An approval workflow must be established
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In an IAM Framework, entitlements are typically granted or denied on request in an approval workflow. However, other
areas in an IAM Framework can also be equipped with an approval workflow. This serves to provision the entitlements
granted in the approval workflow (to stay with the example) comprehensibly and securely for the account in question
in order to make it more difficult for an attacker to assign entitiements to the account he has taken over. For this reas-
on an approval workflow must be established that meets the following requirements in this chapter.

Motivation: Prevention of the fraudulent acquisition of (far-reaching) access authorizations to prevent e.g. data exfiltra-
tion and manipulation as well as identity misuse.

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

< Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-64/i42

Req 65 The roles of applicant and approver must be performed by different natural identities

As part of an approval workflow, those in the role of approver exercise a controlling function by deciding whether, for
example, the applicant needs the requested entitlements or not. This control function can only be exercised to a very
limited extent by technical identities, such as robots ("bots"). In addition, technical, automated processes can be ma-
nipulated by attackers. For this reason, the roles of applicant and approver must be exercised of natural identities. In
addition, the roles of applicant and approver must be performed by different natural identities. This prevents applic-
ants from being able to assign access permissions to themselves on their own.

Motivation: Prevention of manipulation of approval workflows with subsequent illegal assignment of (elevated) access
permissions.

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-65/i42

Req 66 When assigning critical entitlements, the 4-eyes principle must be used for the role of the approver

Especially when assigning critical entitiements, the 4-eyes principle for the role of the approver must be implemented
in the form that at least two different natural identities must approve the assignment of critical entitlements. This is in-
tended to make it even more difficult to gain access to infrastructures and data that are critical to the organization.

For Deutsche Telekom AG, definitions for critical entitlements can be found in the Group Security Policy in Chapter
3.3 "Technology & Products” (keyword "Roles and Access Rights") and in Chapter 3.6 "Business Continuity" (keyword
"Business Continuity Management").

Motivation: Prevention of the fraudulent acquisition of (far-reaching) access authorizations to prevent e.g. data exfiltra-
tion and manipulation as well as identity misuse.
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For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

< Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-66/i42

5.10. Self Service-Workflow

Req 67 The self-registration of an identity or an account must not be possible

Attackers must not be able to create their own identities and accounts in an internal IAM framework (self-registration).
Otherwise, these accounts could be used for attacks on the target applications. This requirement is also based on re-
quirements from the internal audit department and external auditors of an organization.

Business Customer IAM: If the IAM for business customers is operated by the organization itself, employees must not
be able to create their own identities and accounts analogous to an internal IAM framework. If the Business Customer
IAM is operated by the customer, the customer's security requirements apply.

Private Customer IAM: Self-registration of identities and accounts by private customers is permitted.

Motivation: Reduction of the attack surface and associated reduction of the probability of occurrence of security incid-
ents.

For this requirement the following threats are relevant:

= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-67/i42

5.11. Provisioning of authentication and authorization instances

Req 68 When provisioning authentication and authorization instances, standardized and established proto-
cols must be applied using up-to-date encryption technology

Self-developed protocols are usually programmed with a focus on functionality rather than security, so they are vulner-
able to attack. For this reason, the provisioning of authentication and authorization instances must apply standardized
and established protocols using up-to-date encryption technology. An example of this is SCIM. In addition, the use of
standardized protocols reduces potential vendor lock-in, making it easier to switch to another IAM Framework vendor
if required in the future.

This requirement is an extension of the Req. 7 ("Data in need of protection must be protected against unauthorized
viewing and modification during transmission and storage.") from the document "3.01 Technical Baseline Security for
IT/NT Systems".
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Motivation: Reduction of the attack surface and associated minimization of the number of security incidents.

For this requirement the following threats are relevant:

< Unauthorized access to the system

< Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-68/i42

Req 69 The IAM Framework and the authentication and authorization instance must authenticate each oth-
er during provisioning

Also and especially when communicating between two IT/NT systems, mutual authentication of the communication
partners must be ensured, so that, for example, a man-in-the-middle attack cannot be carried out. Furthermore, this
prevents an attacker from contributing his own accounts to the authentication and authorization instance. for these
reasons the IAM Framework and the authentication and authorization instance must authenticate each other during
provisioning.

Motivation: Prevention of man-in-the-middle attacks and introduction of fake accounts into the authentication and au-
thorization instance.

For this requirement the following threats are relevant:

< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Disruption of availability

= Denial of executed activities

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-69/i42

Req 70 Only one provisioning system may be used per authentication and authorization instance

If two or more IAM Frameworks provision or change objects in the authentication and authorization instance, there is a
risk of inconsistent state and/or reducing the availability of the authentication and authorization instance. For this reas-
on, only exactly one IT system may be used provisioning per authentication and authorization instance.

Motivation: Increase the availability of the authentication and authorization instance and reduce inconsistent states
that can affect the security or production of the organization.

For this requirement the following threats are relevant:
< Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

< Disruption of availability

= Denial of executed activities
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For this requirement the following warranty objectives are relevant:
< Availability

ID: 3.69-70/i42
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6. Connection of target applications
6.1. Requirements for target applications

Req 71 The central authentication and authorization instance of the IAM Framework must be used

To ensure strong authentication and authorization as well as central security monitoring, the central authentication
and authorization instance of the IAM Framework must be used.

The following is a list of protocols that should be offered by a central authentication and authorization instance in ac-
cordance with IAM Security Requirements;

< OAuth2

= OpenlD Connect
= SAML

« Kerberos

= WebAuthN

< Diameter

Motivation: High protection of the accounts used as well as better detection of misuse of the accounts

For this requirement the following threats are relevant:

< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

« Disruption of availability

= Unnoticeable feasible attacks

= Attacks motivated and facilitated by information disclosure or visible security weaknesses

For this requirement the following warranty objectives are relevant:

ID: 3.69-71/i42

Req 72 After a logout or after the end of the session lifetime, the session and/or token must be invalidated

During the runtime of an active session with a web application, the validity of the session is stored in a token. This is
done, for example, by storing the session data in a cookie or a JSON web token (JWT). After the end of a user's session
due to an active logout or the expiration of the session, the corresponding token, in which the data of the session is
stored, must be invalidated.

This requirement is an extension of the Req. 20 ("The system must allow users to log out of their current session.") and
Req. 21 ("Sessions must be automatically terminated after a period of inactivity adapted to the intended use") from the
document "3.01 Basic Technical Protection”.

Motivation: Attackers could take over the token and, if necessary, misuse for a replay attack, for example to divert data
from the organization or to misuse the account for further attacks.

For this requirement the following threats are relevant:
< Unauthorized access to the system

< Unauthorized access or tapping of data

< Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks
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For this requirement the following warranty objectives are relevant:

ID: 3.69-72/i42

Req 73 An emergency account must be created locally in the target application in order to be able to ac-
cess the target application in the event of a failure of the authentication and authorization instance
of the IAM Framework

To maintain the business operations of the organization, the target application must enable it to log in locally with an
emergency account in the event of an emergency, bypassing the authentication and authorization instance of the 1AM
Framework. This emergency account must have extensive entitlements and must be protected in the best possible
way against unauthorized access. The emergency account must meet at least the password policy for service ac-
counts (see documents "3.75 IAM — Internal”, Requirement "If passwords are used as an authentication feature for
technical accounts, they must be at least 30 characters long and contain three of the following character categories:
lowercase letters, uppercase letters, numbers and special characters."). The use of this emergency account is subject
to the requirements of a Business Continuity Management Plan.

Motivation: This emergency account should make it possible to access the data of the target application even in the

event of a crisis and to be able to carry out any further steps within the framework of business continuity management.
This is intended to reduce or avoid further damage to the organization.

For this requirement the following threats are relevant:
= Unauthorized use of services or resources
= Disruption of availability

For this requirement the following warranty objectives are relevant:

ID: 3.69-73/i42

Req 74 If a target application is connected to an Active Directory Forest with several domains, the target ap-
plication must support multidomain capability

All target applications that are or will be connected to an Active Directory Forest with several domains now or in the fu-
ture must be designed in such a way that they are multi-domain capable. In this context, multi-domain capability
means that accounts and their groups from several domains of an Active Directory forest can be used in a target ap-
plication.

If the target application is connected to a central access layer provided by the IAM Framework, it is the task of the cent-
ral access layer to ensure multi-domain capability..

Target applications with legal and/or contractual exceptions listed below, which may therefore only be connected to a
single domain, are excluded from this requirement.:

= German Eyes Only (GEO)
= VS-NfD (Geheimschutz)

Motivation: Prevention of the creation of so-called duplicate accounts as a bypass to legal and/or contractual regula-
tions

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks
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For this requirement the following warranty objectives are relevant:

ID: 3.69-74/i42

Req 75 When using a central authentication and authorization instance, it must be ensured that user ac-
counts cannot natively log on to a target application

With the connection of the target application to an IAM framework, all locally existing accounts — except for the emer-
gency account — are usually removed from the target application. If this has not been done, an attacker is able to ac-
cess the target application using a local account and, for example, exfiltrate data. For this reason, when using a central
authentication and authorization instance, it must be ensured that only the emergency account can log in natively to
the target application.

Motivation: Reduction of the attack surface

For this requirement the following threats are relevant:
= Unauthorized access to the system

= Unauthorized access or tapping of data

= Unauthorized modification of data

= Unauthorized use of services or resources

= Denial of executed activities

= Unnoticeable feasible attacks

For this requirement the following warranty objectives are relevant:

ID: 3.69-75/i42
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